SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-1A Status Report on the SEMPER Frameworkfor Secure Electronic CommerceMatthias SchunterMichael WaidnerDale WhinnettUniversit�t DortmundIBM Zurich Research LaboratoryUniversit�t FreiburgInformatik 6S�umerstr. 4Friedrichstrasse 50D-44221 Dortmund, GermanyCH-8803 Rueschlikon, SwitzerlandD-79098 Freiburg, Germany<schunter@acm.org><wmi@zurich.ibm.com><dalew@iig.uni-freiburg.de>AbstractBacked by the European Commission, a consor-tium of partners from European industry, financialinstitutions, and academia has embarked on a re-search project to develop the fundamentals of secureelectronic commerce. The goal of the ACTS ProjectSEMPER (Secure Electronic Marketplace forEurope) is to provide the first open and comprehen-sive solution for secure commerce over the Internetand other public information networks. SEMPER�sflexible open framework is based on a model of elec-tronic commerce which comprehends a business sce-nario as a sequence of transfers and fair exchangesof �business items� which are payments, data, orcredentials.This is reflected in the framework: The exchangelayer provides fair exchange whereas the transferlayer handles transfers of parcels with electronicgoods. The commerce layer provides methods fordownloading certified commerce services and thenecessary trust management. The commerce servicesimplement the terms of business of a seller using theexchange and transfer layer services.The basic framework described in [4] has beenimplemented in the Java programming language. Itincludes the payment systems SET, Chipper, andecash�. The prototype uses a distinguished user-interface for trustworthy user in- and output whichenables to use SEMPER on secure hardware.A revised version including fair exchanges,anonymous communication, and other third partyservices is currently being implemented.Keywords: Electronic Commerce, Framework, SEM-PER, Fair Exchange.1. IntroductionA wide range of businesses are rapidly moving toexplore the huge potential of networked informationsystems, especially with the Internet-based WWW(World-Wide Web). Although the Internet has itsroots in academia and is still dominated by free-of-charge information, dramatic changes are expected inthe near future.The goal of the 9-million ECU project, SEMPER(Secure Electronic Marketplace for Europe) [5, 6], isto provide the first open and comprehensive solutionfor secure commerce over the Internet and other pub-lic information networks.The members of the SEMPER consortium areCommerzbank (D), Cryptomathic (DK), DigiCash(NL), EUROCOM EXPERTISE (GR), Europay In-ternational (B), FOGRA ForschungsgesellschaftDruck (D), GMD — German National Research Cen-ter for Information Technology (D), IBM (CH, F),INTRACOM (GR), KPN Research (NL), Maris(NL), Otto-Versand (D), r3 security engineering(CH), CNET (F), SINTEF (N), SSL (GB), StichtingMathematisch Centrum / CWI (NL), Universities ofDortmund, Freiburg, and Saarbr�cken (D). Spon-soring partners are Banksys (B), Banque Generale duLuxembourg (LU), and Telekurs (CH). IBM ZurichResearch Laboratory provides the technical leader-ship for the project.1.1 Roles and Services in the MarketplaceLike in a physical marketplace, the main purposeof an electronic marketplace is to bring potentialsellers and buyers together:• Sellers offer their goods and buyers order thesegoods; together this is a two-party negotiation,sometimes ending with an agreement.• Sellers deliver their goods and buyers makepayments; together this is a two-party (fair) ex-change.• Buyers or sellers might be dissatisfied with whathas happened so far, i.e., several exception han-dlers and dispute handlers which may involvean arbiter are necessary.In all these actions, the parties have specific secu-rity requirements, namely integrity, confidentiality,and availability. Confidentiality includes anonymity,which is often a requirement for browsing cataloguesor for low-value purchases. Examples of typical sce-narios of electronic commerce are:• Mail-order Retailing: A retailer accepts electronicorders and payments, based on digital or conven-tional catalogues, and delivers physical goods.• On-line Purchase of Information and Subscrip-tions: Like mail-order retailing, but with digital,maybe copyright-protected goods that are deliv-ered on-line.

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-2• Electronic Mall: An organisation offers servicesfor several service providers, ranging from direc-tory services (�index�) over content hosting tobilling services.• Contract Signing: Two or more parties exchangesigned copies of the same statement.Naturally, an open system for electronic commercecannot be restricted to these scenarios. It should beeasily configurable and extensible to a broad range ofdifferent scenarios.1.2 What is New in SEMPER?SEMPER is the first project that aims at thecomplete picture of secure electronic commerce, notjust on specific pieces (like electronic payments),specific scenarios (like electronic on-line purchases)or specific products and protocols (An overview canbe found at <http://www.semper.org/sirene/outside-world/ecommerce.html>).SEMPER provides an open framework which en-ables the integration of any protocol and productproviding the necessary services. Therefore, applica-tions are not restricted to specific proprietary tech-nology or specific protocols.Special attention is paid to customer anonymityand privacy. SEMPER develops an integrated ano-nymity management scheme extending the existingconcepts for anonymous communication and creden-tials.1.3 Recent ChangesCompared to an earlier description of SEMPER[4], this revision describes recent changes to thearchitecture such as a new framework for fair ex-change as well as new anonymity services. Further-more, it includes an extensive description of theSEMPER trials.2. Model for Electronic CommerceThe framework described in this paper is basedon a generic model for two-party electronic com-merce. This model describes the flow of control aswell as actions, and decisions for any commerce serv-ice. The main idea of the model for electronic com-merce is describing business scenarios in terms ofsequences of transfers and exchanges of data withdecisions based on the success of these actions (seeFigure 1). This model is similar to the dialogues ofinteractive EDI.2.1 Atomic Actions: ExchangesThe interactive actions between two players aretransfers and exchanges. In a transfer, one partysends a package of business items to one or moreother parties. The sending party can define certainsecurity requirements, such as confidentiality, ano-nymity, or non-repudiation of origin.A fair exchange is a simultaneous exchange ofpackages of business items among two parties. Theparties have the assurance that their packages aresent if and only if the peer entity send their packageas expected. Either both packages are exchanged ornone. If no fairness guarantee is required, we canmodel such an exchange by two transfers.Business items which can be exchanged include• credentials, such as access rights,• statements, such as signed documents, certificates,or program and video data, and• money, such as credit-card, cash, or bank transferpayments.Figure 2 gives an overview of the possible ex-changes of these primitive types. Transfers are in-cluded as exchanges of �something� for �nothing.�Buyer:Seller:

ServiceOfferOrderContractPay/Receipt

If not satisfied, raise specific exception / dispute handler

satisfied??satisfied??satisfied??satisfied??satisfied??satisfied??satisfied??satisfied??satisfied??satisfied??Figure 1Electronic Commerce is a Sequence of Transfers and Exchanges. Note that the protocol might enable other sequences as well, e.g., after "Contract" "Payment withoutReceipt" might also be enabled.

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-32.2 Electronic Commerce: Sequence ofExchangesThe transfers and exchanges are fixed in ourmodel given the data types and security attributes.Any business scenario is modelled as a sequence ofexchanges with user-interaction and local decisionsbetween successive exchanges (see Figure 1).In the course of an ongoing business, after eachtransfer or exchange, the parties are either• satisfied, and thus willing to proceed with a cer-tain number of other transfers or exchanges, or• dissatisfied, in which case an exception or dis-pute is raised which might end up at a real courtif all else fails,depending on the success of the previous exchange,the items received, and possibly user-input. Aftereach round, a decision as to whether and how to pro-ceed is made.3. The SEMPER FrameworkThe SEMPER framework (Figure 3) is structuredin layers. The lowest layer deals with low-level secu-rity primitives and other supporting services,whereas the highest layer deals with commerce issuesonly:• The supporting services are the usual crypto-graphic services, communication, archiving ofdata (keys, non-repudiation tokens, audit trail),setting preferences, access control and the trusteduser interface. Furthermore, it provides securecommunication services implementing securityservices such as anonymity which must be guar-anteed for multiple atomic actions in one com-merce session.• The transfer layer provides services for transfer-ring and grouping business items. This includestransfer-related security services such as non-repudiation of origin.• The exchange layer supports fair exchange ofbusiness items, i.e., both participants input somebusiness items and a description of the items ex-pected in exchange. Fairness for exchanges meansthat the participants send their items if and onlyif they receive a transfer of the expected items. Itimplements the fair exchanges of the electroniccommerce model such as contract signing, fairpurchase, or non-repudiation of receipt.• The commerce layer offers high-level services forbusiness scenarios like �mail-order retailing,�on-line purchase of information,� orTransfer /Exchange of fifor flMoneyCredentialInformationNothing (i.e.,Transfer)PaymentCertificatetransfer etc.InformationtransferMoneyFair moneyexchangeFair paymentwith receiptFair purchaseCredentialSame as�Fair contractsigningFair conditionalaccessInformation� in upper � right halfFair informationexchangeFigure 2Transfers and exchanges of primitive types.TrustedUser-Interface

Exchange ManagerCreden

lockPaymentSer v i c e B l o c k S t a t e m e n t S e r v i c e B l o i c e B l o c k C r y p t o g r a p h i c S e r v i c e s B l o c k Mail-Order

rceServiceBlock

Protocolobs<->genProtocolobs<

gen<->gen

OrderSupportingServicesPlug-In Inte

r Exch a n g e b a s e d o n T r a n s f e r P r o p e r t e s E x c h a n e r L a y e r C o m m e r c e L a y e r g e n g e n o b s g e n o b s r e v SecureCommunicationsService BlockFigure 3Revised Electronic Commerce Framework of SEMPER

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-4�registration with service provider.� It is config-urable by downloading new services or extendingexisting ones.3.1 Integration into the World-Wide WebThe integration of the Framework into the World-Wide Web is depicted in Figure 4. The integrationcode does not perform any security services butrather enables integration of SEMPER into differentenvironments. It may use existing protocols such as�cgi� or �http� for this integration.3.2 Commerce ServicesThe commerce layer implements the flow of con-trol of our model using the transfer and exchangeservice for interactions with the peer, and the sup-porting services for user-interaction and persistentstorage. It also performs the trust management andaccess control necessary for downloading certifiedcommerce services.The Commerce Layer provides services that di-rectly implement protocols of business scenarios, e.g.,how specific merchants or types of merchants handlecustomer registration and offering, ordering, payment,and delivery of goods. It implements the flow ofcontrol, i.e., the enabled sequences of exchanges, ofthe electronic commerce model. A set of client andserver commerce services is the electronic equivalentof the �terms of business� for the seller. The com-merce layer does not only offer entire commerce pro-tocols, but also building blocks that may be of moregeneral use, in particular services to manage and fillout standardized order forms.In order to provide overall security, the commercelayer sets up security contexts called �deals� whichprovide secure communication and signal certaincommerce security attributes to all ongoing proto-cols. An example for a security service signalled by acontext is anonymity: Anonymity can not be pro-vided from individual actions but is a service whichneeds support by all layers starting with anonymouscommunication provided by the secure communica-tions block on the supporting services layer.Since one cannot fix the set of services in ad-vance, the commerce layer includes services for securedownloading of services. This allows customers toparticipate in business scenarios they never encoun-tered before. Since arbitrary terms of business may beimplemented in a new commerce service, a down-loaded service need not be secure at all. Security ofthe implemented services can only be ensured by aseparate evaluation, e.g., by trusted consumer organi-zations who issue certificates on fair commerce serv-ices. The secure downloading process together withtrust management and access control then ensure that• each merchant fixes the terms of business in ad-vance, in a non-reputable way,• that each merchant keeps to its own terms duringthe whole business, and• that services which have not been evaluated by atrusted authority cannot do any harm.3.3 Exchange ServicesThe Exchange Layer provides services for fair ex-change of business items: Both participants input abusines item to be sent as well as a description ofthe business item exptected in exchange. The itemsare exchanged if and only if both expectations can bemet by the item input by the peer. The optimisticprotocols [1] proposed by SEMPER use a third partyin case of faults to restore fairness. In the SEMPERframework, fair exchange should be independent ofthe actual items exchanged. This is achieved by de-fining a minimal set of �exchange-enabling proper-ties� which are required to be implemented by trans-ferable goods in order to guarantee fairness:HTTP-Server

Semper FrameworkSemper Framework www-BrowserTrustedUser-InterfaceLocal HTTP-Server e r - I n t e r f a c e B l o c k T C P C o m m . B l o c k ServerClientSecureCo

PConnection

Figure 4Client- and Server-Side Integration of the Electronic CommerceFramework into the World-Wide Web.

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-5External Observability: The third party is en-able to check whether an item is transferred ornot.Revocability: The third party is able to undo atransfer.Generatability: The third party is able to redo atransfer.The exchange manager then negotiates with its peerwhich of the generic fair exchange protocols shall beused based on the exchange-enabling properties ofthe two goods to be exchanged. An example for sucha protocol is described in Section 4.3.4 Transfer ServiceThe Transfer Layer provides services for packag-ing and trading business items. It implements thetransfers of the electronic commerce model. The basicitems are electronic payments, credentials, and generalstatements which include digital signatures and data.These business items can be bundled in tree-likepackages called containers. The security attributesattached to each transfer determine the level of secu-rity which is required for the transfer or exchange ofthe transfered container.Each type of item is managed by a separate man-ager which provides unified services integrating ex-isting implementations. The payment manager forexample provides three generic services for handlingaccount-based (which includes credit-card payments)and cash-like payments together with the negotiationof the means of payment. Several payment systems ofeach of these classes can be installed. During a pay-ment, the payer and the payee�s payment managerthen automatically negotiate which payment systemshall be used based on the preferences of the users.Furthermore, the transfer services define the inter-faces of the properties enabling fair exchange. Theseinterfaces can then be supported by any good whichmay be plugged into a fair exchange protocol. Notethat some properties may be trivial for some itemswhile being unachievable for others: For messages,generatability is trivial while revocability is impos-sible. For signatures, generatability signatures re-quires additional cryptographic protocols [2].3.5 Supporting ServicesThe Supporting Services provide user preferencemanagement, persistent object storage, communica-tion, crypto services, and other supporting servicessuch as access control. Furthermore, this layer pro-vides secure communication services, i.e., a secureconnection guaranteeing a given set of security at-tributes such as anonymity, authenticity, and confi-dentiality. The design of the anonymous communica-tion service is describe in more detail in Section 4.2.4. Recent Updates to the Framework4.1 A Generic Fair Exchange ProtocolWe now describe an example for the exchange proto-cols used in SEMPER. The protocol can be used toexchange generatable goods for externally observablegoods. After the same pattern, other protocols can bebuilt which guarantee fairness if one of the itemsprovides generatability and the other external obser-vability or if both offer generatability or revocability.The protocol is similar to the protocol described in[1]. It assumes that one of the goods offers optimis-tic external verifiability whereas the other good of-fers optimistic generatability. The basic idea is thatthe participants first commit on the generatable goodand then the externally verifiable good is sent. Fi-nally, the generatable good is sent. If the generatablegood is not sent, the third-party is invoked to gener-ate it after verifying that the externally verifiablegood was really transferred. The behavior of thescheme in the fault-less case is sketched in Figure 6.A more detailed description will be published in [8].4.2 Anonymity and AnonymousCommunicationIn SEMPER, anonymity services have to be pro-vided by all layers. This is determined by a globalanonymity security attribute: If this attribute is set,the supporting services layer provides anonymouscommunication by default. Furthermore, all servicesof higher layers only communicate via this anony-mous connection and select anonymous protocolsduring negotiations.The design of the SEMPER anonymous commu-nication module uses a concept of layered securecommunication sessions with multiple session ori-RecipientMIX2MIX1Client

Figure 5:Anonymous Communication (Thicklines are secure and thin lines are inse-cure communication. Half-circles denotesmessage forwarding).propose exchangeRecipient R(verifiable good)Third Party TOriginator O(generatablegood neratable item

generatable transfer

verifiable transfer

Figure 6: Exchanging Externally Verifiable andGeneratable Goods

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-6ented MIXes [3] to provide client anonymity1: Inprinciple, the client opens a secure connection to thefirst MIX. Then, the first MIX opens a secure con-nection to the second MIX and redirects incomingmessages. Then, the client opens a secure sessionwith the second MIX. The recipient then acts like thelast MIX in the chain. This ensures that the firstMIX, for example, cannot read messages sent to thesecond MIX and thus, is not able to determine therecipient of a MIXed connection.5. The SEMPER trialsThe purpose of the trials is to evaluate the applica-bility and the soundness of the security architectureand services proposed by SEMPER. A map of thetrial sites is depicted in Figure 7. The trials are basedon the SEMPER software prototype which imple-ments the architecture and the basic security services.The trials are being conducted in various businesscontexts, both internally and externally. Trialevaluation includes interviews of the trial users tomeasure the degree to which software meets perceivedsecurity requirements, to gain information about us-ers� levels of understanding and trust in securityoptions and in order to obtain input to the advancedtrials. Only the trials related to the basic services ofSEMPER are discussed here. An advanced prototypewill be evaluated at the end of the project.5.1 Internal SEMPER trialsIn July 1997 the SEMPER prototype was tested bytwo service providers which are members of the proj-ect, Eurocom and Fogra. The Eurocom site, located inAthens (GR), offers distance learning services. Euro-com intends to use SEMPER to enable students tobrowse their offering of courses, register and pay on-line and, subsequently, gain on-line access to theselected course presentation, notes, and examinations.Fogra, a research institute for the printing industry,located in Munich (D), offers its customers on-lineordering and delivery of documents and software. Inthe advanced trials, Fogra plans to offer on-line con-sultancy.The �Basic Trial� SEMPER software was used forthe supervised trials which took place at Eurocom�spremises. The trials were integrated in a series ofseminars for SME employees with the title�Conducting Business over the Internet�. After abrief presentation of the SEMPER architecture, theparticipants were able to run the SEMPER softwareand to make a purchase of a seminar from the Euro-com electronic store. Due to constraints of time, theSEMPER client software was pre-installed and userregistration had also been performed prior to the tri-als. As a result, the participants experienced only thepurse creation and purchasing procedures. 30 peopleparticipated in the Eurocom trials. None of the par-ticipants� companies currently has a website and lessthan 1/3 of them advertise on another website, how-ever, 1/3 plan to operate a website in the future. Their

1 In the current version, we assume that sellers arenot anonymous.current interest in the Internet stems from the factthat they feel it would help them to reach a largermarket and to remain competitive. More than halfalso reported that they would expect electronic com-merce to enable them to do business more quickly.In general, the Greek trial participants didn�t thinkthat Internet is mature enough yet to perform busi-ness-to-business, or business-to-customer transac-tions, not due to the technology itself, but due to itslimited use in their customer base. The lack of legalframework regarding the validity of electronicauthentication was also viewed as an obstacle toperforming important business transactions over theInternet. However, the general feeling was that theseobstacles will be resolved and that electronic com-merce has much to offer small and medium-sized en-terprises. The SEMPER software met most of theparticipant�s current business requirements for tradi-tional commerce, apart from cheques as a form ofpayment. An electronic cheque is, in fact, planned forimplementation in the advanced prototype.Fogra demonstrated the SEMPER trial for three daysin June 1997 at the IMPRINTA fair. It was demon-strated using a PC with Win95 and ISDN-access tothe Internet through CompuServe. Due to both soft-ware and access problems, trial of the scenario wasonly partially successful. Before releasing the SEM-PER code for external testing, Fogra remedied theproblems which had occurred at IMPRINTA. A sepa-rate Fogra trial site was set up as the starting pointfor their participants and a new version of the trusteduser interface (TINGUIN), including status bars andother enhancements, was integrated. In July 1997 5persons from the Fogra customer base participated in�unsupervised trials�.The functionality and flexibility of the SEMPERarchitecture was greatly appreciated by the Eurocomand Fogra trial participants, but the state of the userinterface was considered to be insufficiently devel-oped for the ease of use to which non-specialists areaccustomed (e.g. windows applications). As a resulta new round of supervised trials, with participantsselected on the basis of their networking experience,was conducted.

HamburgM�nchenAmsterd

s t a d t S o p h i a - A n t i p o l i s AthensFreiburgFigure 7: SEMPER trial sites.

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-75.2 Supervised Basic TrialIn December 1997 the SEMPER software was in-stalled at the Institute for Computer Science andSocial Studies at the University of Freiburg, Ger-many and tested by 12 trial participants. Twentyhours of in-depth interview material was recordedand has been analysed as the basis of the trial report,project deliverable D09 - Evaluation of Phase II Tri-als [7]. In order to obtain a more critical evaluationof the software, trial participants with extensivecomputing experience (and a minimum of 3 yearsInternet use) and a good awareness of secuity issueswere selected. The participants subjected the proto-type to particularly thorough testing, checking, forexample, the software�s response to incorrect input(seed too short, incorrect password entry, attemptingto obtain a second certificate from the CA, attempt-ing to continue without inputting the requested in-formation, rejecting offers, etc.) and were favourablyimpressed by its performance.The Fogra business application and trial website,mentioned above, was used as the trial site. The trialbank was also run from the Fogra server. The Certifi-cation Authority (CA) was provided by the SEM-PER CA at the GMD in Darmstadt, Germany. Eachtrial participant initialised the locally installedSEMPER software for individual use by entering apersonal log-in name and password (these were freelychosen by the participant), completing the registra-tion process and creating one, or more, purses. Theregistration procedure was based on the participant�spersonal data (name, organisation, city) which hadbeen submitted to the certification authority prior tothe trial in order to simulate off-line personal regis-tration. The participant also entered a personal regis-tration key which the CA had assigned to him/her. Itwas explained to the participants that, under normalconditions, in order to obtain strong certificates, theywould have had to personally visit the certificationauthority and present proof of their identity(passport or ID card) and, in return, have receivedtheir registration key and the fingerprint of the CAfor verification during the on-line registration.Having completed the initialisation process, partici-pants used the SEMPER software for their first�semperised� experience of electronic commerce.They used the prototype to securely identify theFogra website. They then browsed the Fogra websiteand selected a digital product (an abstract from theFogra literature databank). Once they had selectedthe product they wanted and filled out the order formon the Fogra website, they then requested that theirlocal SEMPER software process this order securely.They obtained a digitally signed on-line offer fromFogra. They used their locally installed SEMPERsoftware to send a digitally signed order to Fograand used the purse function of the SEMPER proto-type to make a (simulated) on-line payment. Theabstract was delivered to the participant in theNetscape browser.As achieving legal certainty in electronic commercewill not only depend on the quality of the securitytechnology, but also on the user�s understanding andhandling of it, during the initialisation of the SEM-PER software particular attention was paid to theparticipants� understanding of the actions they weretaking, as well as those factors which influencedtheir ability to successfully complete the process.The trusted graphical user interface, TINGUIN, whereall security relevant communications take place, isthe visible and vital link between the user and theSEMPER software, as a result, it was subject to par-ticular scrutiny. The credibility of the test for theparticipants was enhanced by the fact that it waspossible for them to check the DOS (Java) windowat all times during the test (and many did so). Thisensured them that the test was actually live, i.e. thatthey were really exchanging certificates and contain-ers with the CA and the bank and website servers inMunich.5.3 SME TrialsCurrently, external trials are being conducted bySMEs in Holland and France. They are also sup-ported by the SEMPER basic security services and,in contrast to the previous trials, include real on-linepayment. The OPL site (Oilfield Publications Lim-ited - http://www.oilpubs.com/semper) is supportedby SEMPER partner KPN and associate partner Ma-ris (NL). OPL is offering books, maps, documents,and database access for the oil and gas industry. On-line payments using credit cards and stored-valuesmartcards have been implemented. Two additionalsites, supported by SEMPER partner, IBM France,are located in Sophia Antipolis (F). ACRI(http://eurosud1.eurecom.fr/acrimall) provides accessto a databank of satellite images, processed andmarked up with simulation results, e.g. the evolutionof a polluted area, forest fires, etc. Communication isvia ATM. The second site is an electronic shoppingmall operated by Cicom. The SEMPER trial site isActim�dia (http://www.cyberlandpro.com), whichwill be selling CD-ROMs. Payments are to be madeby credit card.6. AcknowledgementsThis work was supported by the ACTS ProjectAC026, SEMPER. However, it represents the view ofthe authors. SEMPER is part of the Advanced Com-munication Technologies and Services (ACTS) re-search program established by the European Com-mission, Directorate General XIII. This description isbased on joint work of the SEMPER consortium. Itis a pleasure to thank all of them for their co-operation and contributions. Furthermore, we wouldlike to thank J�rg Veit for valuable comments.The SEMPER home-page is at www.semper.org.7. References[1] N. Asokan, M. Schunter, M. Waidner: OptimisticProtocols for Fair Exchange, 4th ACMConference on Computer and CommunicationsSecurity, Z�rich, April 1997, 6-17.[2] N. Asokan, V. Shoup, M. Waidner: OptimisticFair Exchange of Digital Signatures, IBMResearch Report RZ 2973, IBM Zurich ResearchLaboratory, Z�rich, November 1997[3] Andreas Pfitzmann, Birgit Pfitzmann, MichaelWaidner: ISDN-MIXes — UntraceableCommunication with Very Small BandwidthOverhead, 7th IFIP International Conference on

SEMPER — Secure Electronic MarketplaceTNC �98M. SchunterII-2-8Information Security (IFIP/Sec ’91), Elsevier,Amsterdam 1991, 245-258.[4] M. Schunter, M. Waidner: Architecture andDesign of a Secure Electronic Marketplace, JointEuropean Networking Conference (JENC8),Edinburgh, June 1997, 712.1-712.5[5] SEMPER Consortium: Basic Services:Architecture and Design; SEMPER DeliverableD03; �rhus, October 1996.[6] SEMPER Consortium: Survey Findings, TrialRequirements, and Legal Franework -- Resultsfrom First Year of Project SEMPER; SEMPERDeliverable D05; Hamburg, December 1996.[7] SEMPER Consortium: Evaluation of Phase IITrials; SEMPER Deliverable D09; Freiburg, tobe published in 1998.[8] SEMPER Consortium: Architecture, Services andProtocols; SEMPER Deliverable D10; La Gaude,to be published in 1998. Available at <www.semper.org>8. VitaeMatthias Schunter has beena researcher in computer sci-ence at the Universities ofHildesheim and Dortmundsince 1994. In SEMPER, hecoordinated the design andimplementation of the trans-fer- and fair exchange layers.His research interests includeformal modelling of privacyand the design of protocolsproviding multi-party secu-rity. He has participated inthe projects CAFE on off-line electronic payments, and in SEMPER aiming atan open integrated solution for global electroniccommerce. Both projects were funded by the Euro-pean Union. He received a diploma in computer sci-ence from the University of Hildesheim. He is amember of IEEE, ACM, and IACR.Michael Waidner received theDiploma in Computer Sci-ence and the Doctorate (Dr.rer.-nat.) from the Universityof Karlsruhe, Germany. Since1996 he has been the managerof the Network Security re-search group at the IBM Zu-rich Research Laboratory. Hisresearch interests includecryptography, secure proto-cols, and all aspects of de-pendability in distributed systems. He is (co)authorof about 60 papers in cryptography and security. Heis a member of ACM, GI, IACR and SIAM.Dale Whinnett has been aresearcher at the Institute forComputer Science and So-cial Studies, Albert-LudwigsUniversity Freiburg, Ger-many since September 1995.Research focus: user re-quirements and understand-ing of security technology.She is currently working inthe project SEMPER andpreviously participated inthe EU Esprit project CAFE on electronic paymentsat the Institute for Social Research, University ofFrankfurt. She received her diploma in Marketingand German Studies from the University of Lancas-ter, GB.