RZ 2892 29/11/96Computer Science/Mathematics 16 pagesResearch ReportLIMITED DISTRIBUTION NOTICEThis report has been submitted for publication outside of IBM and will probably be copyrighted if accepted for publication. It has been issuedas a Research Report for early dissemination of its contents and will be distributed outside of IBM up to one year after the date indicated atthe top of this page. In view of the transfer of copyright to the outside publisher, its distribution outside of IBM prior to publication should belimited to peer communications and specific requests. After outside publication, requests should be filled only by reprints or legallyobtained copies of the article (e.g., payment of royalties).Research DivisionAlmaden ¥ T.J. Watson ¥ Tokyo ¥ ZurichOptimistic Protocols for Multi-Party Fair ExchangeN. AsokanIBM Research DivisionZ�rich Research LaboratoryS�umerstrasse 4CH-8803 R�schlikon, Switzerlandemail: aso@zurich.ibm.comMatthias SchunterUniv. Hildesheim,Institut f�r Informatik,Marienburger Platz 22,D 31141 Hildesheim, Germanyemail: schunter@acm.orgMichael WaidnerIBM Research DivisionZ�rich Research LaboratoryS�umerstrasse 4CH-8803 R�schlikon, Switzerlandemail: wmi@zurich.ibm.com

1Optimistic Protocols forMulti-Party Fair Exchange11/29/96Abstract: We describe a generic protocol for fair multi-party exchange of electronic goods over unreliablenetworks with non-repudiation, where goods are either signatures (i.e., non-repudiation tokens of publicdata), confidential data, or payments. The protocol does not involve a third party except for recovery overa reliable network.1. IntroductionMany commercial transactions can be modelled as a sequence of exchanges of electronic goods. Anexchange among several parties begins with an understanding about what item each party willcontribute to the exchange and what it expects to receive at the end of it. A desirable requirement forexchange is fairness. A fair exchange should guarantee that at the end of the exchange, either eachparty has received what it expects to receive or no party has received anything.A straightforward solution for the fair exchange problem is to use a third party to ensure fairnessby, for example, receiving the items to be exchanged and the expectations of the parties in a firststep and forwarding them in the next. A drawback of this approach is that the third party is alwaysinvolved in the exchange even if all parties are honest and no fault occurred. Sending messages via athird party can in practice lead to performance problems as it becomes a bottleneck. To avoid such abottleneck, the third party can be required to powerful in terms of computational andcommunication resources — but, in this case, its operation will be an expensive undertaking.In this paper, we describe a generic protocol for multi-party fair exchange which does not involve athird party in the normal, exception-less case: it is involved only in the presence of faults or in thecase of dishonest parties who do not follow the protocol. In an environment where most parties donot attempt to cheat, the optimistic approach can provide efficient protocols for most types of fairexchange without creating performance bottlenecks or sacrificing the overall security.After an overview of existing work on specific fair exchange protocols, we describe the serviceprovided by fair exchange protocols in more detail. We then describe our optimistic protocol for fairexchange and analyse its security. Finally, we illustrate the protocol by describing some optimisedinstantiations such as �group contract signing.�2. Previous WorkThe difference between third parties that are actively involved in a protocol and third parties thatare used only in case of exceptions was first explained in [DeMe 83]. B�rk and Pfitzmann [B�Pf 90]used the latter, optimistic, approach in the two-party fair exchange of money for goods. Severalsolutions for specific instances of the two-party fair exchange problem have been proposedpreviously:• certified mail: fair exchange of a message and possibly a non-repudiation of origin token againsta non-repudiation of receipt token,• contract signing: fair exchange of signatures on a contract, and• payment with receipt: fair exchange of a payment for a receipt.

2The protocol described in [AsSW 96a] is the first proposal for two-party fair exchange of genericitems. In this paper, we extend the generic fair exchange protocol to the multi-party case.For certified mail, most practical solutions involve a third party even in the exception-less case [e.g.,BaTy 94, Ford 94, Grim 93, Herd1 95, Herd2 95, ZhGo 96]. In cryptologic protocols for certified mail[Blum 82, Gold 82], the goal is to achieve fairness without a third party, which necessarily implies aprobabilistic definition of fairness [EvYa 80]. It is achieved by the gradual release of secrets overmany rounds: during each round, some knowledge about the message and/or the tokens are revealed.If either party stops before the protocol run is complete, both parties are left with comparableknowledge and, if one assumes comparable computational capabilities, both are able tocomputationally recover their respective expected items of information (message and/or non-repudiation tokens) to the same extent.Contract signing without a third party can also be based on the same gradual release of secretsapproach [EvGL 85]: the signatures on the contract are released gradually. Assuming that both partieshave similar computational capabilities, both parties are able to reconstruct the signed contract toroughly the same extent at any time during a protocol run. Another approach is the gradual increaseof privileges [BGMR 90] in which the probability that the contract will be deemed valid is increasedgradually over several rounds until it is �1� in the last round. This removes the requirement thatboth parties have similar computational capabilities.Practical protocols for payment with receipt are normally not described as separate protocols whichare independent of the payment mechanism used but rather included as receipt mechanisms intospecific payment systems [BGHH 95]. In [PWP 90], Pfitzmann et al. described a protocol for fairexchange of payment and receipt where the �bank� generates a receipt in case the payee refuses todo so. B�rk and Pfitzmann [B�Pf 90] extended this to a protocol for payment for receipt where athird party is only involved in case of an exception. Our protocol can be considered as ageneralisation of the protocol of [B�Pf 90], both in terms of the types of items exchanged and thenumber of parties.3. Fair Exchange ServiceWe now describe the service of generic multi-party fair-exchange. First, we recall the model of two-party fair exchange from [AsSW 96a] and then describe an extension to multi-party fair-exchange.3.1 Service Description for Two-Party Fair ExchangeA two-party exchange exchanges electronic goods between two participants, O (for �originator) andR (for �recipient�). We consider three types of electronic goods: confidential data, money(payments), and signatures on public data. In order to start an exchange, each party X (one of O andR) has to input the following parameters:1. itemXthe item X wants to send1.2. descrXa description of itemX, detailed enough to identify all important properties of the itemto the person receiving it. For example, the description of contract can be the text of the contract.

1 The item may also be input at a later stage: for example, a certain party may decide to spend theeffort of putting its item together only after the other party has committed to the exchange (orperhaps after actually receiving the item from the other party).

33. expectX(descrX, descrY)a predicate which formalises the expectation of a participant. Itevaluates to true if the user X is satisfied when receiving an item described by descrY in exchangefor an item described by descrX.4. fits(descr, item)a predicate which evaluates to true if the description fits the item. Thispredicate cannot be evaluated automatically for some types of items. For example, a computercan check if the value transferred in a payment is a $20 whereas it is not practical to check if apicture depicts a sunrise. For those types of items whose descriptions cannot be checkedautomatically, the human user may be prompted whether the item received was as expected.Alternatively, if the user discovers a mismatch after the protocol run is completed, he can beallowed to use the evidence generated during the protocol to raise a dispute at a human arbiter.The service exchanges the items input by both participants iff the expect predicates both are true oninput of the descriptions of the items to be exchange and both items match their descriptions.InSection 3.3, we list possible choices for descr and fits() for different types of items.The service outputs to X1. itemY the item X has received from the other participant Y, and2. descrYa description of its promised properties.The service also results in some evidence, including non-repudiation tokens. The user can retrievethe evidence from the system and use it to prove properties of the exchange to an arbiter. In case ofa dispute, a dispute protocol is executed between one participant of the exchange in the role of theprover and any other (honest) player in the role of the arbiter: Depending on the exchange protocoland the property to be proven, additional participants in the exchange may also be required toparticipate in the dispute in the role of witnesses. Input to the dispute protocol are the statement tobe proven and the evidence output by the exchange protocol. Example statements that can beproved are:• A given party sent a given item (Non-repudiation of origin).• A given party received a given item (Non-repudiation of receipt).• The complete exchange took place (Non-repudiation of the exchange).• The parties agreed on what to exchange.3.2 Service Description for Generic Multi-Party Fair ExchangeThe service of a multi-party fair-exchange protocol is similar to a two-party exchange. Each partynow inputs the parameters of the two-party exchange for every other party and a global expectpredicate on all descriptions of all items to be sent. Globally, this leads to two nxn matricesdescribing the exchange: One containing the items and one containing their descriptions. An elementin row j and column k contains the item or description of the item to be sent from party j to party k(See Table 1).RecipientfiflOriginatorABC...A-descrABdescrACBdescrBA-descrBCCdescrCAdescrCB-...-Table 1 Description Matrix for Multi-Party Exchange

4The global expectation predicate on the whole exchange is defined on the nxn matrix of descriptions.It is input by each party: the expectk() predicate from party k evaluates to true on input of thedescription matrix if party k is content with the exchanges described by the input descriptionmatrix.The service exchanges all n2 items atomically, iff all participants agreed on the description matrix andall expectations are met.Note that our matrix model of the exchange corresponds to a topology of a fully connected graph:each party may exchange items with all others. Other (less connected) exchange topologies such as aring can be supported by leaving parts of the matrix to be empty. In addition, defining oneexpectation predicate for all exchanged items instead of describing the expectation on each individualitem sent, makes global requirements on the relation of different exchanges possible. An example forsuch a global requirement is that all parties exchange signatures on the same contract.3.3 Exchangeable ItemsIn the generic fair exchange service descriptions, we used the terms item, descr, and fits() torepresent the items to be exchanged. We now describe some different types of items to beexchanged; namely public data, confidential data, and payments:• confidential data: data which is not known to the recipient beforehand and will be releasedto it during the protocol run, described by an optional text; examples include digital goods,• public data2: data which may be released even if the protocol execution has not beensuccessful, for example information which has already been known to bothcommunication partners, like contracts, and• payments: a payment protocol is executed to transfer value from payer to payee.Each type has specific descriptions and definitions of fits(). The expect predicate in all listed casesjust compares if the description of the items expected equals the description of the items promised.A summary is given in Table 2. Note that evidence of the exchange is produced in any case, i.e., evenexchanging something for nothing (i.e., just the evidence) makes sense, since the fact that somethinghas been transferred can be proved afterwards.Additional item types, such as rights (credentials), can be exchanged, too, by defining appropriatedescriptions and predicates.We now describe these item types in more detail. Confidential data is some data which must not bereleased without receiving the item to be exchanged for it. It may be valuable data, such as computersoftware or just certified mail. If the recipient of confidential data has certain expectations, such asfor images or programs, the items should only be exchanged if these expectations are met. Since the

2 This is the special case of confidential data, with only a description.Conf. dataPublic dataPayment itemdatadatapayment of amount topayee descrspecificationdataamount, payee fits()may ask userdescr=item?compare desc withdescription output bypayment protocol

Table 2 Different Types of Items

5data itself can in most cases not be checked automatically, the arbiter needs additional information toverify this agreement on the exchange. Therefore the initial agreement fixes a description to enablethe recipient to check if it agrees on the description of the item to be received.To illustrate the distinction between description and data, we consider a fair purchase of computersoftware. The buyer would like to buy a text processor. The buyer inputs a description like �Name,Version, Word Processor for OS/2, Number of kB, provides at least the following features: �which he has received as part of the offer from the seller. During the fair purchase the protocolcompares this text input by the buyer with the text signed by the seller together with thecommitment on the program data. If the descriptive texts are not equal, the protocol aborts. Later,the customer checks the program and if the program does not execute under OS/2, he may invoke anarbiter which may decide on the dispute.In the case of public data, the primary purpose of the protocol is to produce evidence of its transfer.The data itself is either known to both parties or may be released even in the presence of faults.Examples are contract texts, the text of receipts, or the text of an order. Note that even if theexchanged public data is empty (e.g., in exchange for confidential data during certified mail) non-repudiation tokens are generated nevertheless; these can be used as evidence to later prove what wasexchanged.A payment is the transfer of value from one party to the other. Depending on the type of paymentsystem used, payments are revocable (i.e., during a certain time, the third party is able to cancel orundo the payment) or generatable ( i.e., the bank may enforce a bank transfer given the amount andthe accounts of payer and payee).3.4 Instantiations of the Generic ServicesWe now list the exchanges which result from exchanging the described items using the genericexchange services. Table 3 lists instantiations of the one-to-one (i.e. two-party) case. Selectedoptimised two-party protocols for the resulting exchanges are described in [AsSW 96a]. Table 4 listsinstantiations of the one-to-many case (either one sender and multiple receivers or vice versa),whereas Table 5 lists some instantiations of the many-to-many case where everyone sends the sametype of item. Some optimised instantiation of our multi-party exchange protocol are described indetail in Section 3.4. Single PartyfiflSingle PartyPublic data Conf. dataPaymentPublic datacontract signingcertified mailpayment withreceiptConf. dataexchange of digitalgoodsfair purchasePaymentcurrency/typeexchangeTable 3 One-to-One Exchanges Single PartyfiflGroup of PartiesPublic data Conf. dataPaymentPublic dataGroup contractsigningReliable certifiedbroadcastFair group pay-out with receiptConf. dataGroup commitmentSimultaneous fairexchangeFair group sale

6PaymentSimultaneouspayment for receiptFair grouppurchase-Table 4 One-to-Many ExchangesPublic dataConfidential dataPaymentGroup contract signingGroup fair exchange-Table 5 Many-to-Many Exchanges.4. An Optimistic Multi-Party Fair Exchange Protocol4.1 Protocol DescriptionThe protocol for generic multi-party fair exchange is depicted in Figure 1. It is based on asymmetriccryptography, namely, an arbitrary digital signature scheme with the necessary certificationinfrastructure, a collision-free one-way function h(), and, optionally, a commitment schemeconsisting of a protocol commit() to commit to an item and verify() to check if an openedcommitment fits an item. The commitment scheme is necessary when the item to be transferred isconfidential. We require from the commitment that nobody can change its contents withoutinvalidating it. We assume that recipients of signatures (or outputs of the one-way function) checktheir validity even though we do not depict it in our figures. P denotes the fixed list of parties. Theprotocol is depicted from the view of one party �i�. The symbol {xj}j˛L denotes a list of values onefor each index j in the set L. �To S:� denotes sending a message to all parties in the set S.The basic idea of the protocol is that each party signs the expected global description (i.e., the wholedescription matrix) of the exchange and commits to the items he will send to every other party. If allparties signed the same description matrix, the parties send the promised items. If someone does notreceive what was expected, two-party recovery procedures are started. Our protocol does notassume either the availability of the network in general or the integrity of the messages received:they may be modified or not transmitted at all. Only reliability of the connection to the third partyis required.We now describe the protocol in more detail. Initially, each party i broadcasts its row {descrij}j˛P ofthe description matrix containing descriptions of the items it promises to send during the exchange.This message is not signed and may be omitted if all parties know the description matrix beforehand.After having received these rows of the description matrix, player i constructs its local view descriof the description matrix. It then checks if the expecti() predicate returns �true� on input of thematrix. In the simplest case, expecti() should check if each description descrij matches a fixed pre-defined description. In more elaborate scenarios, it may check to see if the matrices satisfy someadditional requirements. For example, in the case of n parties signing a contract, the additionalfunction would check to see if all proposed contracts are in fact the same (i.e. whether " i,j˛P,descrij= Contract). If the expectations are not fulfilled for i, i.e., expecti(descri)=false, it aborts itsprotocol run..In the second round, every party i broadcasts a signed message m2 which includes:1. The distinguishing name T of the third party to be invoked for resolving exceptions.2. The list of parties P.

73. The active-time limit t, after which all parties are guaranteed that the state of the transaction isfinal. Requests for exceptions must be made before an earlier deadline. Each exception-handlingthird party T will announce a policy indicating how to determine the deadline for requests, givenan agreed upon value for the active-time limit. We explain time-outs further, in Section 4.2.4. Images{h(rij)}j˛P/{i} of the one-way function h(). The pre-images rij are later used as non-repudiation tokens for receipt: for example, rij is released to signal that itemij has been received asexpected. Similarily, the key keyij of the commitments can be used to prove non-repudiation oforigin of itemij.5. Commitments to the items to be sent {comij}j˛P.6. An image h(yi) where yi may later be used to involve the third party T.7. The local view descri of the description matrix.After receiving all messages {m2i}j˛P , each party can then compare the local views of all parties, i.e.,the signed lists of parameters 1-3 and 6. If the views are not consistent, i.e., not all signed messagesare identical with respect to these four parameters, or some messages are missing, the partysuspends its protocol run and waits until the end of the active-time period � if there is no recoveryrequest from T (initiated by some other party) during this period, the run is aborted at the end ofactive-time. If a party has received a consistent view, it continues. Note, that this may lead to theproblem where some partners start the protocol after having received a consistent view and somewill not. How this problem is resolved will be addressed later.If i decides to proceed, then i sends the items itemij and the keys keyij to open the commitments toeach other party j. Similarly each party j waits for message m3ij and broadcasts to everyone the pre-images rji in return in order to authenticate the non-repudiation of receipt tokens and signal thereceipt of the item. Furthermore each party collects the non-repudiation of receipt tokens broadcastfrom other successful pairwise exchanges in which it did not participate. The protocol run for i endssuccessfully when it has received all items and tokens; i may still participate in any exceptionsraised by others, by either replaying messages from the completed protocol run or extracting andpresenting evidence generated during that run.

8verify(itemji, keyji, comji)?fits(descrji, itemji)?(receive rows of description matrix broadcast by other parties)select {rij}j˛P, yi randomly;construct descri;expecti(descri)?(keyij, comij):=commit(itemij

)then [Recovery for i]m4ij := To P/{i}: rij(broadcast NR token for the item received from j)m1i := To P/{i}: {descrij}j˛P(broadcast row of description matrix)Ti ˛ P j ˛ P m 2 i : = T o P / { i } : s i g n i ( T , P , t , { h ( r i j ) , c o m i j a t e a n d t h e l o c a l v i e w o f t h e d e s c r i p t i o n m a t r i x ) i f [ i n c o n s i s t e n c y ] t h e n [ w a i t ] m3ji:= itemji,, keyji(receive from individual parties [i.e. j] what was promised in m1)" j in parallel:

m3ij := itemij,, keyij(send to

m2)m4ji := To P/{j}: rji(receive NR tokens broadcast by j)

In: P, {itemij, identij}j˛P, expecti(), T, t

Out:{{itemji, comji, keyji, m2j} j˛P , {(rjk) or mTik}}j,k˛P}NRO token for itemji : comji, keyjiNRR t

nd local view of description matrix broadcast by other par-ties)Figure 1 Generic Protocol for Multi-Party ExchangeIf some non-repudiation of receipt tokens of any pairwise exchange or some expected items or keysto open the commitments are not received correctly within a certain period (each party may decideindependently when to time out), T is invoked with necessary information to raise an exception.This is illustrated in Figure 2. Each party i can initiate recovery at most once. For each recoveryrequest,, T starts a recovery phase by requesting the pairs of parties involved with each missingitem to repeat the exchange while being observed by T.Notice that each honest party sends its itemfirst and then waits for the items and tokens it expects to receive.

9To P: m4ji, m4ij(broadcast tokens)mT = To P: signT(�Cancel�, { m2j}j˛P(broadcast undo affidavit)check consistency of{m2j}j˛P;for all j˛A¨‹B do:Ti ˛ Pj ˛ P

~m = yi, {m2j}j˛P, A, B

retransmit m3ij or m4ji

retransmit m4ji, or m3ji or send inconsistency-proofif [inconsistency] then [abort]mTij = To P: signT(i, j, y i, {m2j}j˛P)(broadcast redo affidavit)or

elseif [retransmit invalid] then abortelseif [response] then

verify(itemij, keyij, comijfits(descrij, itemij)?Figure 2 Recovery for iWe now discuss some additional exceptions which may occur and how they are resolved by theprotocol. One exception is that all honest partners send their consistent local views but somemessages are not delivered. Some partners will receive a complete set of signed messages and somewill not. Only the partners who received a complete set will start the exchange. Naturally, the partywho did not receive a consistent view containing all initial signed messages will not send its items.Therefore the party which received the complete consistent view and which has sent its items willcomplain to T that the party not having received a consistent view did not respond to the items sentDuring recovery, the party having an incomplete view will receive a consistent view from T and willnow participate in the exchange.Another exception is the presence of inconsistent local views: One dishonest party sends differentmessages m2 to some partners in the second round, i.e., some partners receive a consistent view andsome do not. Actually, this is no real problem: Since every honest party signs m2 only once, theinconsistencies relate to dishonest parties signing multiple versions of m2 (Note that due to this factone single consistent view exists among honest parties). The recovery from this exception isstraightforward: when T is invoked by an honest party presenting the only consistent set of signedmessages, it tries to enforce these exchanges and thus forwarding the consistent view to all parties. Ifthe party i invoking T is dishonest, i.e., has sent another message m2� to the other parties differentfrom the one sent to T, the provided view may be consistent but different from the view of thehonest party forced to participate. In this case, the honest party may abort the recovery by provingthe dishonesty of the party invoking T: It sends an inconsistency proof �inconsistency(i)� whichcontains the message m2� which is signed by i but different to the message m2 signed by i which hasbeen sent by T. Note that the recovery is aborted only if the dishonesty of the party initiating the

10recovery is proven: a dishonest party cannot refute a recovery by proving the dishonesty of any ofthe other parties, including itself.If an exchange is enforced but a (dishonest) party does not co-operate, T may either generatereplacement items where possible/applicable or revoke all items and broadcast a cancel affidavit toall parties. Where neither generation nor revocation is possible, T may simply sign an affidavitcontaining all the messages exchanged during the exception handling. The other parties may then usethis affidavit in an external dispute handling system, such as a court of law.4.2 Time-OutsThe only critical time-out of the generic protocol in Section 4.1 we have mentioned so far is theactive-time limit t specifying the absolute time at T when the protocol ends. This time-limit ensuresa consistent view of all honest participants: The state at time t is final time � all parties areguaranteed that the status is not changed after t. We express t in terms of the local clock at T since Tis the only entity that makes decisions based on the active-time limit in a way that has an impact onthe correctness of the protocol from the point of view of other entities: if T will not accept recoveryrequests after a certain time t�, i.e., if T decides that a recovery request came too late, no fairnessmay be provided to the party requesting recovery. In practice however, all parties have to know thetime on T�s clock in order to agree on the active-time limit as well as to compute local time-outswithin rounds. Hence, we require a model in which clocks of all parties are synchronised (i.e., allparties have real-time clocks, and the differences between all local clocks of honest parties arelimited by a constant).To allow the parties to determine a reasonable active time, each party in the role of T will announcean estimated turn-around time tT within which it will process exception requests from other parties..T will also have a policy pT, expressed as a function of t (variable, chosen by the parties of anexchange) and tT (constant, chosen by T) which indicates the time after which T will not acceptexception-handling requests. For example, pT may be t-2tT. All pending exceptions must be processedby time t.In addition to these, each party has to decide on local time-outs after sending out critical messages.A critical message is one such that if it is sent, an appropriate response must be obtained or, if sucha response does not arrive, some alternate action must be taken instead of simply abandoning theprotocol run. In the case of T, the retransmission of the goods sent via T are critical messages. Forthe other parties, m3 and m4 are critical messages.When i sends out m3ij, it will start a local timer to determine when it should invoke T by sending ~m.The value tij of this time-out should be computed based on several factors: the overall active-timelimit that was agreed upon earlier, the time that has passed since the protocol run has begun, andpossibly expected network latency and processing delay at i�s end. The exact computation can be atbest based on some rules of thumb. For example, if i sends out m3ij at time instant t�, and it estimatesthat the expected communication delay between it and T to be tiT, then the estimate for ti will bepT(t,tT)- tiT. If i prefers to use a safety factor s in its estimate, ti becomes t� + (1-s)( pT(t,tT)- tiT - t�).In general, every protocol step that is based on whether a response was received or not (the [time-out] conditions in the protocol pictures), a specific time-out value needs to be computed.4.3 Requirements on Multi-Party Fair ExchangeWe state the requirements on fair multi-party exchange service in more detail. As mentioned above,the exchange is described by a so-called description matrix. The non-repudiation of exchange token

11NRX is defined as a matrix of all NRR tokens for individual two-party exchanges. It indicates thatevery party was satisfied after the exchange.I. ConsistencyA. The exchange must not start if the local views of the honest parties regarding whatwill be exchanged (i.e., the description matrices) are not identical.II. Meaning of Non-repudiation TokensA. If party h is honest and an NRX token for an exchange is output to a h then h canconvince a party j that a complete exchange took place.III. Weak Fairness of Exchange and AtomicityA. If party h is honest and h does not receive the expected items or the NRX or anaffidavit for them from T, neither an NRX or part of the items sent by h is output toany other party.B. If participant h is honest and h receives the expected items and the NRX for theexchange, all honest parties received the expected items and the NRX or an affidavitfrom T, too.IV. Strong Fairness of Exchange and AtomicityA. If party h is honest and h does not receive the expected items or the NRX, neither aNRX or part of the items sent by h is output to any other party.B. If party h is honest and h receives the expected items and a NRX for the exchange, allhonest parties received the expected items and the NRX, too.V. No Unconditional Trust in the Third PartyA. If T and a party h are honest, T does not create affidavits in the name of h.B. If a party h is honest, no non-repudiation token or affidavit can be produced by Twithout any participation of h.In the next section, we will argue that our protocol always achieves weak fairness. In addition, T canguarantee �strong� fairness if the items involved are either all revocable or all generatable. Thenotions of strong and weak fairness were introduced in [AsSW 96a]. We elaborate more on it inSections 4.3 and 4.4.4.4 Security AnalysisWe now explain why the requirements on multi-party fair exchange stated in the previous sectionare fulfilled.• ConsistencyA. The exchange must not take place, if the local views of the parties regarding what willbe exchanged (i.e., the description matrices) are not identical.If no honest party i has released any item, the protocol is correct. If a honest party i has releasedany item, there exists at least one consistent view in the system because i will never sign twoversions of desci and i�s signature on descri is required to complete the agreement phase.• Strong Fairness of Exchange and AtomicityA. If party h is honest and h does not receive the expected items or the NRX, neither anNRX or part of the items sent by h is output to any other party.B. If party h is honest and h receives the expected items and an NRX for the exchange,all honest parties received the expected items and the NRX, too.Assume that i did send out an item. It does so if and only if it has received a consistent view desci ofthe description matrix. In particular, this is the same view signed by i in m1i.

12If i now receives all the items it expects, then the protocol is fair. Assume that it does not receiveitemij (in message m3ji) promised to it by party j or m4ji, the NRR token for itemij from j. In this case,i will eventually initiate a recovery protocol with T. Since i has a consistent view of the descriptionmatrix and the commitment of every party on it, T will be convinced that i is honest. T willtherefore allow i to repeat the last flow; if j is honest, it continues the protocol thus satisfying thecorrectness requirement from i�s point of view. Note that if j is asked to continue, it receives aconsistent view of the exchange signed by j itself. If j is dishonest and does not cooperate, T has twooptions to achieve strong fairness: If all items are generatable, it can send a replacement item to i, orif all items are revocable it can undo the complete exchange by revoking all items.• Weak Fairness of Exchange and AtomicityA. If party h is honest and h does not receive the expected items or the NRX or anaffidavit for them from T, neither an NRX or part of the items sent by h is output toany other party.B. If party h is honest and h receives the expected items and the NRX for the exchange,all honest parties received the expected items and the NRX or an affidavit from T,too.An affidavit is a statement from T which is issued instead of generating an item. It states that someparties have been dishonest and did not participate in recovery. Therefore weak fairness followsimmediately from the argument for generatable items.• Meaning of Non-repudiation TokensA. If party j is honest and a non-repudiation token for an exchange is output to a partyh then h can convince a party j that an complete exchange took place.In case of an exchange without invocation of the third party, a valid NRX token contains signaturesunder m2i from all parties fixing the items to be exchanged as well as non-repudiation of receipttokens rij which state that the parties received what they expected. Since a honest party does notissue such tokens without receiving the item, all honest parties received what they expected, i.e., ancomplete exchange took place. In case the third party has been invoked, the same argument holds forall completed two-party exchanges. The missing two-party exchanges have been settled, if theinvoking party was honest.Note that a NRR token may not be valid on its own, i.e., if one allows revocation of tokens, onemust contact all parties or the third party to check the validity of a token.• No Unconditional Trust in the Third PartyA. If T and a party h are honest, T does not create affidavits or items in the name of h.B. If a party h is honest, no non-repudiation tokens, item or affidavit can be producedby T without any participation.If a party is honest, it sends the requested item after receiving the expected item from T. Therefore,according to the protocol, there is no need for T to generate an affidavit or replacement items.For all actions during recovery, T is required to verify h�s signature on the initial messages.Therefore without any participation by h, T is not able to start recovery of an exchange involving hand thus will not generate any replacement or affidavit on behalf of h.4.5 Requirements for Strong FairnessIn the preceding sections, we stated that strong fairness can be provided for all parties if the itemsinvolved are either all revocable or all generatable. It is possible to provide strong fairness even withweaker assumptions. First, consider the case where some items are revocable and all the rest aregeneratable. Let descr be the description matrix for these items. Then, we can provide strongfairness for all parties by composing a �super� exchange protocol run consisting of three phases:1. An overall agreement phase in which all parties exchange m2 indicating their agreement in descr,

132. a run of the generic exchange protocol in which all the revocable items are exchanged, and3. a run of the generic exchange protocol in which all the generatable items are exchanged.The description matrix of the exchange in phase 2 contains only the revocable items of descr andthat for the exchange in phase 3 contains only the generatable items of descr. If there is an exceptionduring phase 2, then T may either revoke all items sent so far (in which case, the entire protocol isterminated) or ensure that all recipients of revocable items have received them. Notice that there isno need for global synchronisation between phases. A party i can proceed from phase 2 to phase 3as soon as it has received NRR tokens for all the items sent in phase 2 (i.e. all revocable items indescr): either all other parties would have also received these NRR tokens or they would eventuallyinvoke T which will issue replacement tokens. If phase 3 fails in the agreement stage, T can beinvoked with the overall agreement obtained in phase 1. Alternatively, the agreement stage may beomitted in phase 3.What about items that are neither revocable nor generatable? Strong fairness may be provided ifthere is at most one party in an exchange which wants to send out such items. Between phases 2and 3, the party with these items (say k) sends them out. It is easy to see that this preserves thestrong fairness property. Consider the security of k: it receives only revocable and generatableitems; by the time it releases the non-revocable/non-generatable items, k has received all therevocable items it expects; by definition, it can receive all the generatable items it expects eitherdirectly from the senders or from T. If k cheats by not sending all of these items, no correctlybehaving party will enter phase 3. Instead, T will be invoked to revoke all the items sent in phase 1.Note that if k only sends out some of these items, it is not guaranteed any fairness � this is notsurprising since k�s behaviour was dishonest. Also, it is straightforward to see that if two or moreparties were to send out such items, it is not possible to guarantee strong fairness since no recoveryis possible if one of them is dishonest and does not send the item.5. Optimised Protocols for Multi-Party Fair Exchange5.1 Group Contract SigningThis instantiation of the generic protocol exchanges non-repudiation tokens on a contract textpreviously known to all parties. Thus, there is no need for sending the contract text in message m1.We use rj to indicate that user j has received a consistent view. The �description� of the item is thecontract text itself. There is no need to explicitly send the item in m3 since nothing is confidential.The expect() primitive checks to make sure that the descriptions in all m2j are identical to thecontract text. During a dispute, a respondent can prove inconsistency of a party k by producingm�2k which differs from m2k only in the last field (i.e. text of the contract). In case of inconsistency,T may either complete the contract (either by obtaining and broadcasting missing contracts and/ornon-repudiation tokens or by issuing replacement non-repudiation tokens) or invalidate it (bybroadcasting a cancellation token). The choice may depend on T�s policy or may be included as aparameter in m2.

14check consistency of{m2j}j˛P;for all j˛ A do:if some messages {m3ji}j˛A missingTo P/{i}: m3ij := rij(broadcast NR token for the contract received from j)Ti ˛ Pj ˛ Pm2i:= To P: signi(T, P, t,{h(rij)}j˛P, h (yi), contract)(broadcast the signed contract)If not all contracts equal then [pause]

~m = yi, {m2j}j˛P, {m3ij}j˛A,

m3ijm3ji orinconsistency-proofTo P: m3ji, m3ij(broadcast tokens)If [inconsistency(i)] then [a bort]

mTij = To P: signT(i, j, yi, {m2j}j˛P)(send replacement item)mT = To P: signT(�Cancel�, { m2j}j˛ (cancel exchange)or" j in parallel:" j in parallel:

To P/{i}: m3ji := rji(receive NR tokens broadcast by j )

In: contract

Out: {m2j, (rji, oji) or mTij)}j˛P or mT

select {rij}j˛P, yi randomly;

If [response] thenelse

Figure 3 Protocol for Group Contract Signing5.2 Reliable Certified BroadcastWe now describe a protocol for reliable certified broadcast: one sender i sends certified mail to a setof receivers j ˛ P/{i}. If we would strictly follow the generic protocol, in m1 the sender (i) willbroadcast the commitment com on the text of the message. In m2, i will broadcast the signature oncom and all other parties will broadcast their commitment on the NRR tokens for an item committedto in com. We can avoid m1 by requiring that i send out m2i first and then wait for others to send m2j.

15In m3, only i sends out an item; none of the other recipients have anything to send. In m4, all therecipients send NRR tokens. During a dispute, there is no inconsistency to prove � T alwaysbroadcasts a NRR token on behalf of any j that has not responded even though it has received aconsistent set of messages.if [timeout] and m4ji missing then[Recovery for j]if [timeout] and some {m4ji}j˛Bmissing then [Recovery for i]m4ji := To P/{j}: rj(receive NRR tokens broadcast by j)T Sender įPRecipientsj̨P/{i}m2i:=ToP/{i} t o n t h e m e s s a g e ) i f [ i n c o n s i s t e n c y ] t h e n [ p a u s e ] m 3 i : = T o P / { i } : t e x t , k e y ( b r o a d c a s t t h e m e s s a g e a n d k e y t o i t s c o m m i t m e n t ) In: text

NRR tokens: {m2j, text, key, com, rjk}j ˛ POut: textNRO token: m2ij, com, ke

ndomly;select yi randomly; (key, com):=commit(text)

verify(text, key, com)?m2j:= To P/{j}: signi(T, P, t, com, h(yj))(broadcast signed commitment on NRR token)

Figure 4 Protocol for Reliable Certified Broadcast6. ReferencesAsSW 96aN. Asokan, M. Schunter, M. Waidner: Optimistic Protocols for Fair Exchanges, to bepresented at the Fourth ACM Conference on Computer and Communications Security,Z�rich, 1997.BaTy 94Alireza Bahreman, J. D. Tygar: Certified Electronic Mail; Proc. Symposium on Networkand Distributed Systems Security, Internet Society, February 1994, 3-19.BGHH 95Mihir Bellare, Juan A. Garay, Ralf Hauser, Amir Herzberg, Hugo Krawczyk, MichaelSteiner, Gene Tsudik, Michael Waidner: iKP - A Family of Secure Electronic PaymentProtocols; Proc. First USENIX Workshop on Electronic Commerce, New York, July1995.BGMR 90M. Ben-Or, O. Goldreich, S. Micali, R. L. Rivest: A Fair Protocol for Signing Contracts;IEEE Transactions on Information Theory 36/1 (1990) 40-46.Blum 82Manuel Blum: Coin Flipping by Telephone - A Protocol for Solving ImpossibleProblems; digest of papers compcon spring 1982, February 22-25, 133-137.B�Pf 90Holger B�rk, Andreas Pfitzmann: Value Exchange Systems Enabling Security andUnobservability; Computers & Security 9/8 (1990) 715-721

16DeMe 83Richard DeMillo, Michael Merritt: Protocols for Data Security; Computer 16/2 (1983)39-51.EvGL 85Shimon Even, Oded Goldreich, Abraham Lempel: A Randomized Protocol for SigningContracts; Communications of the ACM 28/6 (1985) 637-647.EvYa 80Shimon Even, Yacov Yacobi: Relations Among Public Key Signature Systems; TechnicalReport no. 175, March 1980, Computer Science Department, Technion, Haifa, Israel.Ford 94Warwick Ford: Computer Communications Security � Principles, Standard Protocolsand Techniques; PTR Prentice Hall, Englewood Cliffs, New Jersey 1994Gold 82Oded Goldreich: A Protocol for Sending Certified Mail; Technion - Israel Institute ofTechnology, Computer Science Department, Technical Report, 1982.Grim 93R�diger Grimm: Non-Repudiation in Open Telecooperation; 16th National ComputerSecurity Conference, September 20-23, 1993, Baltimore Convention Center, Baltimore,Maryland, 16-30.Herd1 95Sigfried Herda: Nichtabstreitbarkeit (Non-repudiation): Stand der Standardisierung;Trust Center, Grundlagen, Rechtliche Aspekte, Standardisierung, Realisierung, DuDFachbeitr�ge, Vieweg, Wiesbaden 1995, 271-282.Herd2 95Siegfried Herda: Non-repudiation: Constituting evidence and proof in digitalcooperation; Computer Standards & Interfaces 17 (1995) 69-79.Pfit 95Birgit Pfitzmann: Contract Signing, Unpublished Manuscript, Uni Hildesheim, 06/08/95.PWP 90Birgit Pfitzmann, Michael Waidner, Andreas Pfitzmann: Rechtssicherheit trotzAnonymit�t in offenen digitalen Systemen; Datenschutz und Datensicherung DuD 14/5-6 (1990) 243-253, 305-315.ZhGo 96Jianying Zhou, Dieter Gollmann: A Fair Non-repudiation Protocol, 1996 IEEESymposium on Research in Security and Privacy, IEEE Computer Society Press,Oakland 1996.